SafirRosetti

Security + Investigations « Intelligence

Part of GlobalOptions Group

Computer Forensics Examiner — San Francisco/ Los Angeles, CA

About SafirRosetti

SafirRosetti is a nation-wide corporate investigations and security consulting firm with a
client base including major law firms, Fortune 500 companies, and government/ state
agencies. SafirRosetti is part of Global Options, Inc., a publicly traded risk assessment
company headquartered in Washington DC. Our work includes hyper-sensitive theft of
trade secrets cases, employee disputes, and well-publicized legal cases. Our high-tech
clients frequently use their own proprietary computer and software systems, making each
case unique and challenging. We pride ourselves in having been involved in several
important criminal prosecutions for theft of trade secrets and producing winning cases for
our law firm clients in civil matters.

Many of our computer forensic cases are significant in their own right. However,
SafirRosetti is unique in also having a strong non-forensic traditional investigative
practice. In many of our forensic cases, we work with other SafirRosetti/ Global Options
offices to apply evidence gained by surveillance, international research, forensic
accounting, and confidential sources to our computer investigations. For the last six
years, our computer forensics work has been an integral component to these cases.

SafirRosetti’s computer forensics practice is centered in our San Francisco computer lab,
with forensic operatives working in our New York and Dallas offices. We are seeking a
computer forensics examiner to be part of our team based in San Francisco, and assist us
with our continuing rapid growth on the West Coast. The position may involve
significant case work and travel in Southern California, working closely with
SafirRosetti’s Los Angeles office.

Responsibilities

- Attend on-site at client locations to collect data and advise, including business travel

- Conduct detailed computer forensic analysis with the potential for expert testimony

- Affidavit, deposition, and report writing

- Extensive client contact as part of a SafirRosetti investigative team

- Assist in marketing with established West Coast clients, including some business
travel

Technical Qualifications — Minimum

- Strong “hands on” computer hardware experience with desktops/ laptops (including
Macs), servers, networks, PDAs/ cellphones



- Knowledge of Windows OS (NT, 2000, XP, Vista, Server 2000, Server 2003) and
Exchange/ Outlook email

- Proficient in Encase, FTK, Paraben, Helix and other third party forensic tools

- Experience in cloner hardware (e.g. Logicube hard drive cloners) and logical
acquisition tools (e.g. Robocopy, etc.)

- Atleast 1 year of computer forensics experience in an investigative capacity

- Full understanding of proper data collection techniques, chain of custody,
documentation and Federal Search and Seizure Guidelines

- Excellent communication skills — in particular the ability to explain technical issues
to clients, lawyers and juries in simple terms

Technical Qualifications — Strong Plus

- Understanding of network architecture and flow

- Knowledge of MAC OS and Apple music devices

- Linux/ Unix experience

- Experience with multiple email systems including Lotus Notes, Sendmail, Eudora,
Mozilla, Thunderbird, etc.

- EnCE, CFCE or equivalent certification

- Working with State or Federal Law Enforcement

- Experience working with lawyers or carrying out forensic analysis as part of
litigation, including being named as an expert in litigation, with resulting preparation
of affidavits and declarations

Compensation is commensurate with experience. To apply for this position, please send
an email with resume attached to rburge@safirrosetti.com.



